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Data Loss Prevention (DLP) software is leveraged within Cornerstone to
protect Personally Identifiable Information (PII) from being viewed by or FoNY (723 i
transferred to unauthorized personnel.
M2 NX YINN PADN ,MMANNN RWYNT MNNM 92IW WNTI TY
2NN POND NMINIAN
For clients that elect to add encryption at rest onto their contract,
Cornerstone offers the ability to encrypt database files using AES-256

encryption.

The only portable media allowed to contain production data are LTO6
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backup tapes that are secured by AES-256 encryption that is performed at

a hardware level by the tape device.

All backups are encrypted as they are written to tape or storage and reside
in an encrypted mode (AES-256).
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a cloud access security broker (CASB) is an on-premises
or cloud-based security policy enforcement point that is
placed between cloud service consumers and cloud
service providers to combine and interject enterprise
security policies as cloud-based resources are accessed.
Organizations are increasingly turning to CASB vendors to
address cloud service risks, enforce security policies, and
comply with regulations, even when cloud services are
beyond their perimeter and out of their direct control.

On November 1, 2018, Gartner released their 2018 CASB
Magic Quadrant. Download a copy here.

Govern usage

Govern your organization’s cloud usage with granular
visibility and control. Rather than take a coarse-grained
approach by blocking services, govern usage based on
identity, service, activity, and data. Define policies based
on service category or risk and choose from actions such
as block, alert, bypass, encrypt, quarantine, and coach
for policy enforcement.

Secure data

Protect and prevent the loss of sensitive data across all of
the cloud services in your environment, not just the ones
you sanction. Take advantage of advanced, enterprise
DLP to discover and protect sensitive data in sanctioned
cloud services and en route to or from any cloud service,
sanctioned or unsanctioned, whether users are on
premises, remote, on a mobile device, or accessing from
a web browser, mobile app, or sync client.

Protect against threats

$NAVYN
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Guard against cloud-based threats such as malware and
ransomware. Start with full visibility of all cloud services,
even those using SSL-encrypted connections, and use
anomaly detection, and threat intelligence sources such
as which of your users has compromised accounts. Then
layer in static and dynamic anti-malware detections, plus
machine learning to detect ransomware. Finally, arm the
rest of your security infrastructure with your findings
through out-of-the-box integrations and workflows.
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